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Privacy Compliance Program

PROCEDURE

This Procedure implements the requirements of Integrity & Compliance Policy No. 701 — Integrity
and Compliance Program, which requires SONE HEALTH to establish a Privacy program to, among
other things, protect the use and disclosure of Protected Health Information and Personally
Identifiable Information consistent with requirements of law or regulation. Consistent with the goals
of the Integrity & Compliance Program as set forth in Integrity & Compliance Policy No. 701, the
SoNE HEALTH Integrity & Compliance Office is responsible for establishing Procedures to be
followed by SoNE HEALTH to ensure compliance with HIPAA (as defined herein) and other
applicable privacy and security regulations. SONE HEALTH is a business associate of various
covered entities, and the use or disclosure of protected health information is subject to the terms of
the applicable business associate agreement and HIPAA. To the extent SONE HEALTH is to carry
out one or more of a covered entity’s obligations under the Privacy Rule, SONE HEALTH shall
comply with the requirements of the Privacy Rule that apply to the covered entity in the performance
of such obligation. The specific form of SONE HEALTH Privacy Compliance Program efforts will
necessarily change from time to time as federal privacy and security regulations continue to be
developed and finalized and as new methods of achieving compliance become available. However,
efforts will include the following essential elements:

1. Operation of the Privacy Compliance Program as an extension of the SONE HEALTH Integrity
& Compliance Program under the guidance of the SONE HEALTH Chief Compliance & Privacy
Officer;

2. Appointment of individuals with responsibility for adherence to and monitoring of compliance
with privacy and security regulations;

3. Operation of the Privacy Compliance Program in addition to or in conjunction with other
applicable federal laws and state laws;

4. Operation of the Privacy Compliance Program to ensure patient or member rights as defined by
privacy and security regulations;
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5. Processes and open lines of communication to ensure issues concerning privacy compliance are
reviewed and addressed and that encourage members of the workforce, patients, providers,
Business Associates, vendors, and others to report actual or potential privacy or security
violations to an appropriate SONE HEALTH resource;

6. Processes to educate all members of the workforce about their regulatory and ethical obligations
under privacy and security regulations within the healthcare workplace and clinically integrated
networks generally and within SONE HEALTH specifically, including education on policies and
procedures;

7. Systems for monitoring compliance and correcting any violations of privacy and security
regulations by the use of effective response initiatives and enforcement tools; and

8. Periodic, but not less than annual, reporting on the SONE HEALTH Privacy Compliance
Program to the Board of Directors (or a committee thereof).

The purpose of this Procedure is to achieve compliance with privacy and security regulations.

APPLICABILITY

This Policy applies to all employees, volunteers, members, agents and other persons employed
directly by or providing services under the direction of SONE HEALTH for each of the entity/entities
selected below (check all that apply):

Southern New England Healthcare Organization, Inc.

SoNE HEALTH LLC ACO

Saint Francis Healthcare Partners Foundation, Inc.

Southern New England Affiliated Physicians Purchasing Group, LLC

DEFINITIONS

Business Associate means a person or entity who is not a member of a covered entity’s Workforce
and performs or assists in the performance of a function or activity for or on behalf of the
covered entity regarding treatment, healthcare operations or payment purposes or for any other
function or activity involving PHI. SoNE HEALTH is a business associate of various covered
entities. In the event that SONE HEALTH contracts with a third party to assist in the performance
of a function or activity for or on behalf of a covered entity that involves PHI, that third party may,
in turn, be a Business Associate of SONE HEALTH.

HIPAA means the Privacy Standards of the Health Insurance Portability and Accountability Act of
1996, and its implementing regulations, 45 CFR Parts 160 and 164, as they are amended from time
to time.

Personally Identifiable Information (PII) means information protected by federal and state data
privacy laws, including but not limited to Section 36a-701b of the Connecticut General Statutes and
Section 37E of the Massachusetts General Laws.
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Policy means a statement of high-level direction on matters of strategic importance to SoNE
HEALTH, or a statement that further interprets SONE HEALTH’s governing documents.

Procedure means a document designed to implement a policy or a description of specific required
actions or processes.

RESPONSIBLE DEPARTMENT

Further guidance concerning this Procedure may be obtained from the Integrity & Compliance
Office.

RELATED PROCEDURES AND OTHER MATERIALS
e Integrity and Compliance Program Policy No. 701.00

APPROVALS

Initial Approval Date: 9/23/23

Review Date (no longer than two years): 9/23/25

Responsible Party for Maintenance and Revisions: Integrity & Compliance Office (approving
body: SONE HEALTH Board of Directors).
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