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 Integrity & Compliance Procedure No. 707.11 

Procedure Title        
 
Breach Notification and Response     

 

PROCEDURE  

This Procedure implements the requirements of Integrity & Compliance Policy No. 701 – Integrity 
and Compliance Program, which requires SoNE HEALTH to establish a Privacy program to, among 
other things, protect the use and disclosure of Protected Health Information consistent with 
requirements of law or regulation.  

1. General – Notification of Privacy or Security Breaches.  The Chief Compliance & Privacy 
Officer is responsible to ensure the following: 

a. Breach notification requirements as established by HIPAA/HITECH and the applicable 
business associate agreement with a covered entity are followed.  

b. Consistent with Integrity & Compliance Procedure 707.10 - Privacy and Security 
Incident Management and Response Involving Protected Health Information, Incidents 
involving PHI have been thoroughly investigated and reviewed using the Breach Risk 
Assessment Checklist, and incidents involving PII have been thoroughly investigated and 
reviewed based on the requirements of the applicable federal or state law(s). 

c. Reporting Breaches to internal departments (e.g., Marketing & Communications, etc.) 
and/or external organizations (e.g., law enforcement agencies, state agencies, payers, 
covered entities, etc.) as required by procedure or regulation or if it is determined that it 
is in the best interest of the patient/individual.  

d. Breaches are documented in SoNE HEALTH’s incident documentation system. 

2. Mandatory Individual Notification Requirements. Following the determination that a privacy 
or security Incident meets the criteria of a Breach as defined by HIPAA/HITECH, if a covered 
entity directs SoNE HEALTH to notify the patient(s) directly, SoNE HEALTH must ensure the 
following: 

a. Timeliness of the Notification.  If a Breach occurs, notification must occur without 
unreasonable delay, but no longer than 60 days after the Date of Discovery, to individuals 
(and media, if required). 
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b. Individuals Written Notification. In instances where the covered entity has determined 
that individuals must be notified and has asked SoNE HEALTH to make such 
notifications, the following must occur: 

i. Individuals, or their next of kin if the individual is deceased, must be provided 
with written notification of the Breach at the last known address of the individual 
or next of kin. This notification should be provided via First Class Mail or by 
another method determined by SoNE HEALTH in collaboration with covered 
entity. At a minimum, the notification must include the following:  

1. A brief description of the occurrence, including the date of the Breach, if 
known, and the date of discovery; 

2. A description of the types of unsecured protected health information 
involved (e.g., SSN, full name, DOB, etc.); 

3. A brief description of SoNE HEALTH’s efforts to investigate the Breach, 
mitigate losses (i.e., credit monitoring) and protect against further 
Breaches; and 

4. Steps individuals should take to protect themselves from further harm; 

5. Contact procedures for questions and additional information which shall 
include a toll-free number, an e-mail address, website or postal address. 

c. Substitute Notice. In instances where insufficient or out-of-date contact information 
exists: 

i. For ten (10) or more individuals, SoNE HEALTH will provide substitute notice 
to the affected individuals in accordance with HIPAA/HITECH and document in 
SoNE HEALTH’s incident documentation system all efforts made to follow up 
with these individuals.  

ii. For fewer than ten (10) individuals, SoNE HEALTH may (as directed by covered 
entity) provide substitute notice by an alternative form of written notice, 
telephone, or other means. 

3. Mandatory Reporting to Health and Human Services Office for Civil Rights (HHS OCR) 

a. Breaches Involving 500 or more Individuals. If a covered entity directs SoNE HEALTH 
to notify OCR on behalf of the covered entity, SoNE HEALTH will provide notification 
immediately, but not later than sixty (60) days after the Date of Discovery. 

b. Breaches Involving fewer than 500 individuals. If a covered entity directs SoNE 
HEALTH to notify OCR on behalf of the covered entity, SoNE HEALTH will 
notify/report Breaches on a quarterly basis, but no later than sixty (60) days after the end 
of each calendar year.  
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4. Reporting to Media and Website Posting for Breaches Involving 500 or more Individuals. 

a. If directed by a covered entity or otherwise required by HIPAA, the Chief Compliance 
& Privacy Officer, in consultation with Marketing & Communications, will: 

i. Notify a local media outlet without unreasonable delay but no later than sixty (60) 
days after the Date of Discovery of the Breach. 

ii. Post notification of the Breach to a conspicuous location on SoNE HEALTH’s 
website and leave the notification up for at least ninety (90) days. 

b. The content of the notification shall include: 

i. A brief description of the occurrence, including the date of the Breach and the 
date of discovery; 

ii. A description of the types of unsecured protected health information involved 
(e.g., SSN, full name, DOB, etc.); 

iii. A brief description of SoNE HEALTH’s efforts to investigate the Breach, 
mitigate losses and protect against further Breaches; and 

iv. Steps individuals should take to protect themselves from further harm; 

v. Contact procedures for questions which shall include a toll-free number, an e-
mail address, website OR postal address. 

This Procedure is to ensure the identification, prevention and mitigation of identity in cases where a 
privacy or security Incident that meets the definition of a Breach as defined by HIPAA/HITECH has 
occurred.  With respect to PII, any notification shall be consistent with requirements under applicable 
law.  

APPLICABILITY 

This Policy applies to all employees, volunteers, members, agents and other persons employed 
directly by or providing services under the direction of SoNE HEALTH for each of the entity/entities 
selected below (check all that apply): 

☒ Southern New England Healthcare Organization, Inc. 
☒ SoNE HEALTH LLC ACO 
☒ Saint Francis Healthcare Partners Foundation, Inc.  
☒ Southern New England Affiliated Physicians Purchasing Group, LLC 
 

DEFINITIONS 
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Breach means  the  acquisition,  access,  use,  or  disclosure  of  protected  health  information  in  a  
manner  not  permitted  under  HIPAA/HITECH  which  compromises  the  security  or  privacy  of  
protected health information.  

Date  of  Discovery  means, with respect to SoNE HEALTH,  the  first  day  the  breach  is  known  
to  SoNE HEALTH,  or  by  exercising  reasonable diligence would have been known to SoNE 
HEALTH (including breaches by its business associates).   

HIPAA means the Privacy Standards of the Health Insurance Portability and Accountability Act of 
1996, and its implementing regulations, 45 CFR Parts 160 and 164, as they are amended from time 
to time. 

HITECH  means the  Health  Information  Technology  for  Economic  and  Clinical  Health  Act,  
found  in  Title XIII of the American Recovery and Reinvestment Act of 2009, and its implementing 
regulations, 45 CFR Parts 160 and 164, as they are amended from time to time. 

Incident  means  an  event  that  requires  investigation  (e.g.,  suspected  or  actual  breach)  to  
substantiate  whether  a  violation  of  privacy  and  security  regulations  or  SoNE HEALTH Privacy  
Compliance Procedure(s) has occurred. (This definition applies only to this procedure.) 

Individually Identifiable Health Information means information that is a subset of health 
information, including demographic information collected from an individual, and:  

• Is created or received by a health care provider, health plan, employer, or health care 
clearing house; and  

• Relates to the past, present, or future physical or mental health or condition of an 
individual; the provision of health care to an individual; or the past, present, or future 
payment for the provision of health care to an individual; and (i) that identifies the 
individual; or (ii) with respect to which there is a reasonable basis to believe the 
information can be used to identify the individual. 

Personally Identifiable Information or PII means information protected by federal and state data 
privacy laws, including but not limited to Section 36a-701b of the Connecticut General Statutes and 
Section 37E of the Massachusetts General Laws.   

Policy  means  a  statement  of  high-level  direction  on  matters  of  strategic  importance  to  SoNE 
HEALTH, or a statement that further interprets SoNE HEALTH’s governing documents.   

Procedure means a document designed to implement a policy or a description of specific required 
actions or processes. 

Protected Health Information (PHI) means Individually Identifiable Health Information subject 
to the exceptions and exclusions in HIPAA.  

Unsecured PHI means protected health information (PHI) that is rendered unusable, unreadable, or 
indecipherable to an unauthorized person due to either it either being encrypted or destroyed. 
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Workforce Member means employees, volunteers, trainees, and other persons whose conduct, in 
the performance of work for SoNE HEALTH, is under the direct control of SoNE HEALTH, 
regardless if they are paid by us. 
 
RESPONSIBLE DEPARTMENT 

Further guidance concerning this Procedure may be obtained from the Integrity & Compliance 
Office. 

RELATED PROCEDURES AND OTHER MATERIALS 

• Integrity and Compliance Program Policy No. 701 

APPROVALS 

Initial Approval Date: 9/23/23  

Review Date (no longer than two years):  9/23/25 

Responsible Party for Maintenance and Revisions: Integrity & Compliance Office (approving 
body: SoNE HEALTH Board of Directors).   

 


