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Integrity & Compliance Procedure No. 707.18

Procedure Title

Appropriate Personal Access and Use of Health Information

PROCEDURE

This Procedure implements the requirements of Integrity & Compliance Policy No. 701 — Integrity
and Compliance Program, which requires SONE HEALTH to establish a Privacy program to, among
other things, protect the use and disclosure of Protected Health Information consistent with
requirements of law or regulation.

As a business associate of various covered entities, SONE HEALTH workforce members may have
access to information systems, such as electronic medical records systems, that include information
about the health of a workforce member, or a family member or friend of a workforce member. All
workforce members and others with access to such systems through their relationship with SONE
HEALTH are expected to only access, use, or disclose such information if it is related to their SONE
HEALTH job duties.

1. Appropriate Access for Personal Use of Medical Information

a. Any personal use of the medical information contained information systems to which a

workforce member may have access as a result of their relationship with SONE HEALTH
is strictly prohibited.

SoNE HEALTH supports patient participation in their health care in partnership with
their care team. To support this collaborative goal, SONE HEALTH encourages
workforce members to utilize any patient portal (such as the Epic MyChart patient portal)
that may be available to patients who receive care at the applicable covered entity.
Personal use of is strictly limited to a patient portal account. This will ensure appropriate
authorizations are in place to view this information. Many patient portals also provide
greater access to you and your family members' care team. Any assistance required in
establishing a MyChart patient portal account should be directed to the covered entity
(such as their Health Information Management or Medical Records department).

2. Monitoring of Electronic Health Record Access. Many covered entities employ a privacy
and compliance monitoring program to safeguard the confidentiality, integrity and privacy
of the medical record, and to ensure that users are accessing medical records appropriately.
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Inappropriate access of the electronic health record and to patient information constitutes a
violation of SONE HEALTH privacy and security policies will result in corrective action up to
and including termination.

Any findings inconsistent with this procedure will be forwarded to Human Resources for further
action.

APPLICABILITY

This Policy applies to all employees, volunteers, members, agents and other persons employed
directly by or providing services under the direction of SONE HEALTH for each of the entity/entities
selected below (check all that apply):

Southern New England Healthcare Organization, Inc.

SoNE HEALTH LLC ACO

Saint Francis Healthcare Partners Foundation, Inc.

Southern New England Affiliated Physicians Purchasing Group, LLC

DEFINITIONS

HIPAA means the Privacy Standards of the Health Insurance Portability and Accountability Act of
1996, and its implementing regulations, 45 CFR Parts 160 and 164, as they are amended from time
to time.

Individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and:

e Is created or received by a health care provider, health plan, employer, or health care
clearing house; and

e Relates to the past, present, or future physical or mental health or condition of an
individual; the provision of health care to an individual; or the past, present, or future
payment for the provision of health care to an individual; and (i) that identifies the
individual; or (i1) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Policy means a statement of high-level direction on matters of strategic importance to SoNE
HEALTH, or a statement that further interprets SONE HEALTH’s governing documents.

Procedure means a document designed to implement a policy or a description of specific required
actions or processes.

Protected Health Information (PHI) means Individually Identifiable Health Information subject
to the exceptions and exclusions in HIPAA.
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Workforce Member means employees, volunteers, trainees, and other persons whose conduct, in
the performance of work for SONE HEALTH, is under the direct control of SONE HEALTH,
regardless of if they are paid by us.

RESPONSIBLE DEPARTMENT

Further guidance concerning this Procedure may be obtained from the Integrity & Compliance
Office.

RELATED PROCEDURES AND OTHER MATERIALS
e Integrity and Compliance Program Policy No. 701

APPROVALS

Initial Approval Date: 9/23/23

Review Date (no longer than two years): 9/23/25

Responsible Party for Maintenance and Revisions: Integrity & Compliance Office (approving
body: SONE HEALTH Board of Directors).

Integrity & Compliance Procedure No. ICP. 707.18
Page 3 of 3



