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Information Technology Policy No. 514.00 
 

Policy Title: 
 

Information Security Officer 
 
 
 
 
 
 
 
 

PURPOSE 
 

The Assigned Security Responsibility Policy is a reflection of Southern New England Health 
Organization (“SoNE HEALTH”) commitment to selecting and assigning a single official for the 
responsibility of developing and implementing SoNE HEALTH’s Information Security policies and 
procedures to protect the confidentiality, integrity, and availability of the data and Confidential 
Information of SoNE. “Confidential Information” includes information such as protected health 
information received from a covered entity. 

 
Under the HIPAA Security Regulations, Administrative Safeguards, Section 45 C.F.R 
164.308(a)(2), requires SoNE HEALTH to “Identify the security official who is responsible for the 
development and implementation of the policies and procedures required by this subpart for the 

 
POLICY 

 
The SoNE HEALTH Security Officer is responsible for developing and implementing the necessary 
policies and procedures to protect the confidentiality, integrity and availability of all the data, 
including all electronic protected health information (“ePHI”) that SoNE creates, receives, maintains 
or transmits, personally identifiable information (“PII”) related to covered entity’s patients and staff, 
financial data, confidential business information and plans, and any and all other Confidential 
Information. 

 
The Security Officer is Renee Broadbent, MBA, CCSFP. 

 
The responsibilities of the Security Officer include, but are not limited to: 

 
• Confirming that SoNE HEALTH information systems do not compromise the 

confidentiality, integrity or availability of any Confidential Information. This includes all 
SoNE HEALTH information systems, repositories and conduits that contain Confidential 
Information; 
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• Developing, documenting, and maintaining information security controls that provide cost 
effective protection of information and information assets owned by, or in the custody of 
SoNE HEALTH; 

• Confirming that SoNE HEALTH is compliant with applicable federal, state and local laws 
pertaining to security of the data; 

• Confirming that SoNE HEALTH information systems support required and/or addressable 
implementation specifications of the HIPAA Security Rule and SoNE HEALTH’s internal 
security requirements; 

• Developing, documenting and disseminating appropriate security policies, procedures and 
standards for users and administrators of SoNE HEALTH information systems; 

• Confirming that periodic risk analyses of SoNE HEALTH information systems are being 
performed on an ongoing basis; 

• Approval and oversight of the administration, implementation and selection of SoNE 
HEALTH’s security controls for SoNE ‘s information systems; 

• Confirming that SoNE HEALTH‘s workforce members receive security training on an 
ongoing basis; 

• Consultation with the Privacy Officer to confirm that security policies, procedures and 
controls support compliance with the HIPAA Privacy and Security Rules and other 
applicable regulations; 

• Confirming an inventory of SoNE HEALTH‘s ePHI Systems is maintained and updated on 
an ongoing basis; 

• Overseeing the implementation of an effective risk management program; 
• Confirming that threats and risks to the confidentiality, integrity and availability of the 

information and information assets are monitored and evaluated; 
• Confirming that access to Confidential Information is recorded, monitored and audited to 

identify security incidents and malicious activity and that, in the case of ePHI, processes are 
in place to provide covered entities’ patients with an audit report and an accounting of 
disclosures; 

• Overseeing the development and implementation of an effective security incident response 
policy and related procedures; 

• Confirming that adequate physical security controls exist to protect the Confidential 
Information; 

• Maintaining security procedures that address contingency plans for emergencies and disaster 
recovery, security incident response processes, and security incident reporting mechanisms; 

• Conducting and/or overseeing functionality and gap analyses to determine compliance with 
statutory and regulatory requirements; 

• Overseeing the development and implementation of a breach notification compliance 
program and related procedures; 

• Confirming effective processes are in place to sanction employees, vendors, contractors, and 
volunteers; and 

• Overseeing that the process of granting levels of appropriate access to information, including 
access authorization, access establishment, and access modification are in place and 
developing and implementing policies and procedures to support them. 
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APPLICABILITY 
 

This Policy applies to all employees, volunteers, members, agents and other persons employed 
directly by or providing services under the direction of SoNE HEALTH for each of the entity/entities 
selected below (check all that apply): 

 
☒ Southern New England Healthcare Organization, Inc. 
☒ SoNE HEALTH ACO LLC 
☒ Saint Francis Healthcare Partners Foundation, Inc. 
☒ Southern New England Affiliated Physicians Purchasing Group, LLC 

 

RESPONSIBLE DEPARTMENT 
 

Information Technology 
 

RELATED PROCEDURES AND OTHER MATERIALS 
 

Breach Notification Policy and Procedure 
Data Back up and Storage Policy 
Disaster Recovery Pan 
Security Awareness and Training 
Information Security Risk Analysis 
Security Incident & Response Reporting 
Security Risk Management 

 

APPROVALS 
 

Initial Approval Date: 9/26/23 
 

Review Date: 9/26/26 
 

Responsible Party for Maintenance and Revisions: Information Security Officer (approving 
body: SoNE HEALTH Board of Directors). 
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