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Information Technology Policy No. 521.00 
 

Policy Title: 
 

Security Incident Response 
 
 
 
 

PURPOSE 
 

The Security Incident Response & Reporting Policy is a reflection of SoNE HEALTH’s 
commitment to promptly identify and respond to security incidents in order to protect the 
confidentiality, integrity and availability of electronic protected health information (ePHI). “ePHI” 
means electronic protected health information that SoNE HEALTH receives, maintains or transmits 
from a covered entity. 

 
SoNE HEALTH will promptly identify, report, and respond to security incidents in order to protect 
the confidentiality, integrity and availability of SoNE HEALTH’s ePHI Systems and the 
Confidential Information it receives from a covered entity. “ePHI Systems” means SoNE SoNE 
HEALTH’s information systems, repositories and conduits that contain ePHI. SoNE HEALTH 
will perform an investigation when evidence shows that a security incident has occurred and will 
respond to the security incident. “Confidential Information” means protected health information 
received from a covered entity. 

 
This policy complies with HIPAA Security Regulations, Administrative Safeguards, 
Implementation Specification for Security Incident Procedures Standard 45 C.F.R 164.308(a)(6)(i) 
and 45 C.F.R 164.308(a)(6)(ii). 

 
Policy 

 

A. SoNE HEALTH promptly identifies and responds to security incidents in order to 
protect the confidentiality, integrity and availability of its ePHI Systems. 

 
B. SoNE HEALTH has implemented a documented process for promptly identifying 

security incidents. The process includes: 
 

1. Risk analysis of SoNE HEALTH’s electronic protected health information 
(ePHI) Systems. “ePHI” means electronic protected health information 
that SoNE receives, maintains or transmits from a covered entity. “ePHI 
Systems” means SoNE’s information systems, repositories and conduits 
that contain ePHI. 
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2. On the basis of the risk analysis, identify what events constitute a security 
incident in the context of SoNE HEALTH’s operations. 

 
3. Analyze, identify and report a security incident. 

 
4. Train workforce members on reporting security incidents. 

 
5. Implement a process to allow access by an appropriately authorized and 

trained workforce member or vendor to affected ePHI Systems to respond to 
and recover from a security incident. 

 
6. Mitigate the harmful effects of a security incident, including minimizing its 

impact and preventing additional damage. 
 

7. Collect and preserve evidence of a security incident. 
 

8. Assess a security incident and implement security controls to prevent a 
recurrence. 

 
C. SoNE HEALTH conducts an investigation when a security incident has occurred. 

The investigation seeks appropriate information on the basis of which she may 
identify the vulnerability which led to the incident and take reasonable steps to 
ensure that the harmful effects of the security incident are mitigated and that 
security controls are implemented to mitigate the vulnerability and prevent 
recurrence. 

 
Another workforce member will not prohibit or otherwise attempt to hinder or prevent another SoNE 
HEALTH workforce 

 
APPLICABILITY 

 
This Policy applies to all employees, volunteers, members, agents and other persons employed 
directly by or providing services under the direction of SoNE HEALTH for each of the entity/entities 
selected below (check all that apply): 

 
☒ Southern New England Healthcare Organization, Inc. 
☒ SoNE HEALTH LLC ACO 
☒ Saint Francis Healthcare Partners Foundation, Inc. 
☒ Southern New England Affiliated Physicians Purchasing Group, LLC 

 

RESPONSIBLE DEPARTMENT 
 

Information Technology 
 

RELATED PROCEDURES AND OTHER MATERIALS 
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N/A 
 

APPROVALS 
 

Initial Approval Date: 9/26/23 
 

Review Date: 9/26/26 
 

Responsible Party for Maintenance and Revisions: Information Security Officer (approving 
body: SoNE HEALTH Board of Directors). 
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