K SONE
ZIK HEALTH

Legal Procedure No. 802.01

Procedure Title

Legal Hold Procedure

PURPOSE

This Procedure implements Legal Policy 802 — Legal Hold that requires SONE HEALTH to preserve
Records that may be relevant to any dispute or occurrence that has resulted in, or is reasonably
anticipated to result in, litigation or a regulatory proceeding or investigation involving SoNE
HEALTH or SONE HEALTH Records. The purpose of this Procedure is to establish the Records
preservation requirements triggered by a Legal Hold, in order to:

e Comply with applicable federal and state laws, regulations, and judicial rules and orders;

e Alert employees, who are likely to have potentially relevant Records, of the obligation to
preserve such Records; and

e Provide consistency in the process for preservation of Records subject to a Legal Hold.
PROCEDURE

1. General. If an employee or agent of SONE HEALTH believes a Record may require a Legal
Hold, he/she should contact a member of ELT for guidance. The ELT member shall collaborate
with the Chief Business Officer to consult with legal counsel.

2. Notifications

a. Employees and agents shall notify their Department’s ELT leader, the Chief Business
Officer, and the Chief Compliance & Privacy Officer immediately when they receive
notice of litigation or regulatory proceedings or investigations, receive correspondence
or other written communication asserting a claim against the organization, or when they
otherwise determine that litigation or a regulatory proceeding involving SONE HEALTH
is reasonably foreseeable. The Chief Operations Officer shall then consult with legal
counsel.

b. Once legal counsel has determined that a Legal Hold is needed, the Chief Operations
Officer, in collaboration with the applicable Department, will determine which
employees and agents possess or are likely to possess potentially relevant information
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and notifying those employees and agents (“Data Custodians") to retain all relevant
Records. As soon as practicable upon learning of such proceedings, a written Legal Hold
notice will be provided to these Data Custodians who possess or are likely to possess
potentially relevant Records. An action request notice describing the Legal Hold notice
also will be sent to the Chief Information Officer (CIO) identifying search terms and
initiating retention actions by IT.

As applicable, the Legal Hold notice will contain as much of the following information
as appropriate to identify the Triggering Event and Records to be held, including but not
limited to:

1. A description of the Triggering Event, including the subject matter, the identified
Data Custodians known to be involved, and the relevant time-period;

ii. The name and contact information of counsel assigned to the matter;

1ii. An instruction that the preservation of relevant information applies to Records in
any form, including hard copy, e-mail, and electronic;

iv. A statement that failure to comply with the Legal Hold or this Procedure may
expose SONE HEALTH to civil and criminal liability and may result in
disciplinary action of employees up to and including termination of employment;
and

v. Acknowledgment of receipt.

It is the responsibility of the Chief Operations Officer or designee, in collaboration with
Legal Counsel, to coordinate Legal Holds and track the status of all pending and
terminated Legal Holds and to develop procedures as appropriate to ensure compliance
with Legal Hold procedures.

If an employee or agent believes a matter may be appropriate for Legal Hold, even in the
absence of a Legal Hold notice, the employee/agent should:

1. retain and preserve those Records, until a final determination is made by legal
counsel; and

ii. contact the Chief Operations Officer or Legal Counsel.

It is the responsibility of the Chief Operations Officer, in consultation with Legal Counsel
or Legal Counsel responsible for the matter to which the proceeding relates, to determine
whether any additional protections should be put in place with respect to Records subject
to a Legal Hold.

The Chief Operations Officer shall ask Legal Counsel to reissue notices where non-
compliance is detected, revise and reissue as information on the scope of the matter
warrants, and on an annual basis when a matter is of long duration.
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3. Effect on Records Management Policy and IT Procedures. At the commencement of the
Legal Hold process, routine record retention and disposition procedures, including those in Legal
Policy No. LP.808 — Records Management, will be suspended for the Records subject to the
Hold as described below.

4. Data Custodians' tasks.

a. Immediately upon notification, Data Custodians will identify relevant Records in their
possession and take steps to ensure they are available and not destroyed, including:

i. Data Custodians will not manually destroy any Records and will ensure their
paper and electronic Records are saved in a way that prevents future destruction;
and

i1. Data Custodians will perform ongoing identification and proper storage of future
Records.

b. Upon request, the Data Custodian may be required to provide copies of paper Records
and access to personal devices. The Data Custodian may be contacted to provide more
information about the Triggering Event.

5. IT Tasks. The IT department will take steps to prevent the accidental destruction of Records
within the SONE HEALTH information system. This includes:

a. Take a snapshot (copy files or take an image) of relevant Records in each Data
Custodian’s personal information system assets, including email, voicemail, personal
drive and workstations.

b. Perform shared drive searches for all relevant Records and store search results.
c. Perform application searches for all relevant Records and store search results.

d. Upon departure of an employee the IT department will check if the employee is subject
to Legal Hold and if so subject, will repeat the tasks above. The IT department also will
check if the departing employee is an executive as defined in the SONE HEALTH
severance policy by contacting human resources. If an executive is departing, then the IT
department will repeat the tasks above. Consideration should be given to including the
names of former and departing employees in the search terms. If the employee is not
subject to a Legal Hold and not an executive, the department employee's personal
information system assets, including email and personal drives, will be retained and not
deleted or destroyed for six months following the departure date.

6. Initiation of Legal Hold. SONE HEALTH shall place specified Records on a Legal Hold under
two circumstances:

a. When there has been notice of litigation or regulatory proceeding or investigation; or
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b. When it is reasonably foreseeable that litigation or regulatory proceeding or investigation
may be instituted involving SONE HEALTH Records. Such litigation or regulatory
proceedings or investigations may include the following:

i. Criminal prosecutions;
ii. Civil litigation;
iii. Alternative dispute resolution; and
iv. Governmental or regulatory proceedings or investigations.

c. The preservation duty applies to all Records in the possession of SONE HEALTH, in any
form and on any media, including paper originals and copies, electronic data and files, e-
mails, photocopies, faxes, hand-written notes, microforms, personal digital assistants,
flash drives, voice mail, smart phones and computerized images. This Procedure also
applies to SONE HEALTH Records maintained by third parties; including software
hosting vendors, record storage companies, and professional service providers.

d. The preservation duty is applicable regardless of whether SONE HEALTH is, or may be,
a plaintiff. defendant or third-party witness in any such proceeding or investigation.

e. It is the duty of SONE HEALTH and SoNE HEALTH employees to identify, locate,
maintain, and protect potentially discoverable Records that may become evidence
because of their pertinence to a claim, litigation or governmental proceeding.

7. Termination of Legal Holds. The Chief Operations Officer, in consultation with Legal Counsel
responsible for the matter to which a Legal Hold relates, will determine when a Legal Hold may
be terminated with respect to some or all of the Records subject to the Hold. When a Legal Hold
is terminated, Legal Counsel or the Chief Operations Officer will inform employees and IT
personnel to resume handling of the Records pursuant to routine retention and destruction
practices.

APPLICABILITY

This Policy applies to all employees, volunteers, members, agents and other persons employed
directly by or providing services under the direction of SONE HEALTH for each of the entity/entities
selected below (check all that apply):

Southern New England Healthcare Organization, Inc.

SoNE HEALTH ACO LLC

Saint Francis Healthcare Partners Foundation, Inc.

Southern New England Affiliated Physicians Purchasing Group, LLC

DEFINITIONS
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Data (Hold) Custodian means employees, network members, contracted providers, directors,
volunteers and agents (including vendors, business associates and independent contractors) who
have custody of Records and whose action is needed to maintain and protect the Records that the
individual has the ability to delete or modify.

Employee means an employee of SONE HEALTH.

Executive Leadership Team (“ELT”) means the group that is composed of the highest level of
management at SONE HEALTH.

Legal Hold means a directive issued by SONE HEALTH legal counsel that specifies Records be
indefinitely retained and unaltered by Data (Hold) Custodians and Assigned Resources. During a
Legal Hold, the Records management directives contained in Legal Policy No. 808 — Records
Management are expressly suspended with respect to the specified Records.

Record(s) means any information relating to the business of SONE HEALTH stored in any medium,
including without limitation, paper documents, electronic mail, instant messages, electronic calendar
information, electronic database entries, and voicemail messages.

Triggering Event means any of the following items or matters:
e Compliance/Government Investigations
o Summons and Complaint, Subpoena, Search Warrant, Court Order, Civil
Investigative Demand or Document Request from any of the following:
U.S. Attorney
Attorney General
Internal Revenue Service
Local District Attorney
U.S. Postal Inspector
Office of Inspector General
FBI
Department of Justice
Federal Trade Commission
Office for Civil Rights
Any other state or federal agency
Integrity & Compliance investigation that includes corrective action required by legal
counsel
o Investigation or request from a contractor engaged by federal or state agency
o Patient Claims
o Hotline Calls
e Contract Disputes
e Provider Network/Peer Review
o Physician/Attorney complaint letters following adverse credentialing decisions
e Employment Practices Liability
o Attorney Demand Letter
o Charge of Discrimination
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o Summons and Complaint
e  Workers Compensation/Short Term Disability
o Denial of Claim
o Denial of Short-Term Disability unless Workers Compensation will be covering

e General Liability
o Asserted Demands for Compensation
o Summons and Complaint

e Professional Liability

The determination of whether a matter is placed on Legal Hold is made on a case-by-case basis in
the sole determination of legal counsel. A Legal Hold is not automatically triggered by any of the
events listed above.

RESPONSIBLE DEPARTMENT
Further guidance concerning this Procedure may be obtained from the Legal Department.
RELATED PROCEDURES AND OTHER MATERIALS
e Legal Policy LP 808 — Records Management
e Legal Policy LP 809 — Legal Hold
APPROVALS
Initial Approval Date: SONE HEALTH Board of Directors — July 27, 2021
Review Date (no longer than three years): July 27, 2024

Responsible Party for Maintenance and Revisions: Integrity & Compliance Office (approving
body: Audit & Compliance Committee of the SONE HEALTH Board of Directors).
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